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SHADOW OPERATORS - AGENTS OF IRAN

The Iranian regime uses a highly aggressive use of dual-citizens, paid criminal proxies, and
local traitors to steal military data, coordinate arms sales, and track human targets on global
streets. The regime utilizes deep-cover individuals inside Western nations to bypass
international weapons bans and gather intelligence on high-value targets. American Federal
Agents on April 18, 2026 at Los Angeles International Airport (LAX) arrested Shamim Mafi,
the 44 year-Old Iranian national and U.S. lawful permanent resident living in the Woodland
Hills, California. For ten years, Shamim Mafi operated below the radar, travelling frequently
between U.S., Turkey, and Iran. Her technical mandate was acting as an international
logistics broker: she actively arranged the sale of Iranian-made military drones, bombs, bomb

fuses, and millions of rounds of live ammunition directly to Sudan.

In Europe, the regime uses sleeper networks to target political individuals and Jewish
communities. British Counter-Terrorism police launched early-morning raids across Barnet,
Watford, and Harrow on March 6, 2026 at London's northern regions, arresting four men, one
Iranian national and three dual British-Iranian citizens. This cell was caught conducting
ground surveillance routines and photographing targets within the local Jewish community.
This operation followed a parallel pattern in Denmark, where a suspected Iranian operative
was arrested for gathering granular operational intelligence on Berlin’s Jewish community to

pass back to Tehran.

The most severe technical penetration involves the regime recruiting local Israeli citizens,
security personnel, and military engineers through financial bribery to compromise defense
infrastructure from the inside. The Air Force and Iron Dome Infiltration: Security services
arrested two Israeli Air Force engineers on direct espionage charges for selling classified
technical blueprints to Iranian handlers. This was backed by the separate indictment of an
active-duty Iron Dome reservist soldier who passed sensitive operational layouts of Israel's
primary air defense batteries directly to Tehran. In a massive security failure, a ring of seven
Jewish-Israelis was busted after spending months mapping out IDF bases, military
installations, and security figures on behalf of Iran. Another cell of three Israelis was caught
executing specific logistical tasks assigned by Iranian intelligence. The regime's agents
targeted the top tier of Israeli leadership. Local resident of the Galilee was arrested for
gathering intelligence on former Defense Minister Yoav Gallant. In another separate case, an
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Israeli-American suspect was detained for tracking the movements of far-right Minister
Itamar Ben-Gvir and a former IDF chief. To test their agents' loyalty, Iranian handlers
frequently ordered low-level tasks first—such as an operative arrested in Holon who was paid

to film the private home of former Prime Minister Naftali Bennett.

Regime's intelligence ministries do not limit their operations to Western or Israeli soil - they
aggressively build networks inside Arab nations and European borders to monitor military
assets and plan to sabotage accordingly. Qatari Security officials in March 2026 officially
announced the arrest of two active IRGC sleeper cells spying inside the country, alongside
three operatives caught with equipment intended for local sabotage. This came as regional
security grids tightened following wave-style drone attacks on Gulf energy facilities. The
Iranian Ministry of Intelligence (MOIS) uses political refugee covers to infiltrate Europe. In
Albania, local counter-espionage forces arrested a documented MOIS agent working under a
fake humanitarian cover to track exiled Iranian dissidents. These intelligence-gathering
operations are designed to build a permanent, actionable target database. This was exposed
firsthand when the Mossad intercepted and captured an active Iranian-hired assassin inside
Iran, extracting a full video confession detailing a dismantled plot to assassinate Israeli

businessmen and British military personnel stationed at strategic bases in Cyprus.
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MONEY LAUNDERING AND HAWALA NETWORKS

The Iranian regime operates a multi-billion-dollar banking ecosystem that weaponizes cash
brokers, compromised global banking giants, front businesses and cryptocurrency to bypass
international sanctions. To funnel cash directly into Western cities, the Islamic Revolutionary
Guard Corps (IRGC) embeds its financial agents inside seemingly normal, everyday street-
front businesses. In the United Kingdom, counter-financial crime operations unmasked a
local carpet shop in London and multiple local mini-markets in Yorkshire acting as active
hubs for an Iranian money laundering apparatus. On paper, these locations sold household
goods; under the surface, they pooled local cash to blend and obscure black-market funds.

This brick-and-mortar front strategy spans the globe. In Canada, federal investigations into
Toronto and Greater Toronto Area (GTA) crypto shops unmasked deep-cover finance cells
tied to Salim Henareh, a Toronto-based businessman entangled in massive sanctions-evasion
networks. These setups systematically violate Anti-Money Laundering (AML) controls to
pass funds directly to proxy networks. To keep this money untraceable, the regime relies
heavily on Hawala—a trust-based network operating entirely outside of digital banking lines.
In a massive April 2026 bust, Pakistan's Federal Investigation Agency (FIA) seized over Rs.
2 billion alongside stacks of raw Iranian currency, totally dismantling a major regional

Hawala cell functioning as a direct artery for the IRGC.

The financial lifeblood of the regime is illicit oil, which requires a vast corporate masking
system to enter the clean global economy. The IRGC coordinates a massive “shadow fleet™ of
unregistered tankers that transport oil to small, independent "teapot refineries™ in East Asia.
The resulting profits are washed through a global corporate shell machine designed to look
completely disconnected from Tehran.A digital trail recently unmasked an intricate IRGC
money machine hiding behind fake corporate assets, including a stock-footage CEO and a
shell company named Petrochemical Commercial Company (PCC). Operating directly out of
offices in the heart of London, PCC utilized major international banking platforms—
including standard accounts at HSBC and Standard Chartered—to move millions of dollars
across the globe before international regulators flagged the activity. This structural evasion is
mirrored across Western Europe, where the Federal Financial Supervisory Authority (BaFin)
in Germany launched an intensive probe into a small, specialized bank in Hamburg suspected

of functioning as an active, direct financial clearinghouse for Iranian-backed operations.
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When small shell companies are not enough, the Iranian state relies on direct collusion with
foreign state-owned banks and vulnerable financial systems to clear billions of dollars at a
time. The most prominent example of this institutional evasion is Turkey’s state-owned
Halkbank, which was dragged into federal court in New York for orchestrating a massive,
multi-billion-dollar "gas-for-gold” scheme that allowed the Turkish financial system to
process illegal payments for Tehran with high-level political cover. Beyond traditional
banking, the regime has rapidly adapted to digital currencies to fund its armed regional
networks, specifically bypassing global watchdogs like the Financial Action Task Force
(FATF), which maintains Iran on its absolute highest-risk blacklist.

When traditional routes tightened, Hamas and the Houthis turned directly to digital assets,
using crypto platforms to receive millions from Tehran. Global giants like Binance faced
massive internal turmoil and federal firings after it was discovered that staff members and
specialized internal setups allowed billions in transactions to slip through directly to Iranian
users despite strict global blockades. The financial tightening has sparked heavy international
pushback. The U.S. issued strict warnings to Swiss wealth managers like Swiss Bank Maerki
Baumann over potential financial system bans, while the United Arab Emirates (UAE)
launched a sweeping, aggressive crackdown, freezing accounts and completely dismantling
an intricate Dubai-based financial ring that was actively laundering millions directly to
Hezbollah.
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CRIMINAL NETWORK - MUSCLE FOR HIRE

The regime actively outsources its crime work, including targeted assassinations, embassy
bombings, and target of political and religious commentators, to violent street gangs, drug
cartels, and organized crime syndicates across Europe and the Americas. Faced with tight
monitoring by Western intelligence agencies, the Islamic Revolutionary Guard Corps (IRGC)
and the Ministry of Intelligence (MOIS) have pivoted to a strategy of "strategic outsourcing."
Instead of sending traditional Iranian agents to pull triggers, Tehran hires local, violent
criminal networks to execute high-profile hits. This dynamic was explicitly exposed by the
Mossad and European security services following a series of violent attacks, including
gunshots and grenade deployments, targeting the Israeli Embassies in Stockholm, Sweden,
and Copenhagen, Denmark. The primary proxy for these European operations is Foxtrot, one

of Sweden’s most lethal and fractured drug cartels, alongside its fierce rival network, Rumba.

The regime secured absolute loyalty from Foxtrot’s top leadership, including notorious crime
boss Rawa Majid (known as the "Kurdish Fox™). When Majid fled international arrest
warrants, the regime granted him safe haven inside Iran. In exchange for this protection, his
cartel became a fully operational hit squad for Tehran on European soil. To avoid direct legal
links, the Foxtrot-lran axis utilizes digital messaging apps to recruit local street-level assets.
Swedish court in April 2026 put five minors on trial for their direct involvement in an Iran-
directed murder plot targeting a prominent political commentator. This case exposed a highly
disturbing operational thinking - the regime deliberately hires teenagers and minors to
perform surveillance and carry out contract Killings because they face less severe legal

penalties under European juvenile laws.

This criminal alliance extends directly into the Western Hemisphere, where the regime has
woven itself tightly into the fabric of South American drug networks to establish a permanent

asymmetric launch pad against the United States.

In Bolivia, the IRGC has successfully constructed a secure "cocaine drone corridor,”
partnering with local syndicates to manage transport hubs while building long-term logistics
infrastructure. This pipeline runs all the way north to America's southern border, where U.S.
counter-narcotics and intelligence agencies are scrambling to track the growing coordination
between Iranian handlers and major Mexican drug cartels. The lethal nature of this network

inside the United States was put on full public display during federal court proceedings in

8|Page
O southblocreports.in X SouthBlocReports



https://www.southblocreports.in/
https://x.com/SouthBlocReports

New York. Two high-profile mobsters affiliated with an Eastern European organized crime
syndicate were found guilty of accepting direct payments from Iranian intelligence operatives
to plan the assassination of prominent Iranian-American journalist and dissident Masih
Alinejad at her residence in Brooklyn. The plotters bypassed standard international security
nets by operating through a web of independent gang cells, showing that the regime's
espionage network inside America is significantly bolder and deeper than standard diplomatic
indicators suggest.

The sheer scale of this state-sponsored criminal footprint has forced major Western powers to
adjust their legal counter-measures. The United Kingdom officially upgraded its sanctions
regime, levying severe individual and corporate designations directly against prominent
actors within the Iranian organized crime network. This coordinated push was mirrored by
the U.S. Treasury, which issued sweeping sanctions targeting the Foxtrot gang and its
leadership for acting as direct geopolitical extensions of the state in Tehran. Intelligence
analysts at institutions like West Point’s Combating Terrorism Center (CTC) and the Atlantic
Council argue that these traditional financial freezes are no longer enough to blunt the threat.
Because the regime completely weaponizes illicit global markets to maintain its operations
under pressure, there is a mounting, unified push from security officials to officially
designate these Iran-linked criminal proxy networks as Foreign Terrorist Organizations
(FTOs). Treating these cartels as national security threats rather than standard street-level
police matters remains the only way to dismantle Tehran’s homeland option for foreign

sabotage.
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DIGITAL CYBERCRIME

The Iranian regime systematically weaponizes state-sponsored hacking groups, corporate
tech fronts and destructive ransom ware networks to breach Western critical infrastructure,
steal military secrets, and run multi-million-dollar networks. The Iranian Ministry of
Intelligence and Security (MOIS) and the IRGC have completely blurred the difference
between state sponsored espionage and common street cybercrime. Instead of hacking under
the Iranian flag, state-backed spies disguise their operations as private, profit-driven ransom
ware gangs. Security research from Check Point and Palo Alto Networks (Unit 42) exposed
that groups like MuddyWater and Peach Sandstorm (APT33) execute complex "false flag"”
operations. Deploying destructive wiper malware like Pay2Key or Chaos variants—and leave
behind ransom notes demanding crypto currency.This is a deliberate psychological
camouflage. On the surface, it looks like a simple digital shakedown by independent
criminals. In reality, the primary goal is not money; it is the total destruction of commercial
data, permanent disruption of Western services, and absolute deniability for Tehran. These
groups use advanced social engineering to lure targets. In Western Europe, state-backed
operatives built highly polished, fake digital personas posing as independent experts on
Middle Eastern policy or technical recruiters offering lucrative corporate positions. Using
these covers, they targeted and successfully breached European industrial executives, defense

firms, and even a prominent German politician.

The threat from these state-sanctioned actors has officially shifted from simple website
defacement to highly complex, physical threats targeting the essential services that ordinary
citizens rely on. Joint alerts issued by FBI, NSA, CISA, and the UK National Cyber Security
Centre (NCSC) have directly warned that Iranian cyber networks are aggressively scanning
and exploiting known wvulnerabilities in widespread corporate software, specifically the
unpatched Microsoft Exchange, Microsoft Intune, and Fortinet flaws for them to gain
backdoors into the Western industries. In a severe display, a coordinated Iranian-linked attack
hit critical healthcare infrastructure, deploying severe wiper malware against the Stryker
network and connected hospitals in Cork. The breach forced healthcare facilities to lock
down emergency systems and scramble to protect life-saving medical devices. Iranian state
actors have successfully breached American municipal drinking water grids, targeting
vulnerable Industrial Control Systems (ICS) and Operational Technology (OT) that keep

civic utilities safe. The regime's hackers deployed a massive ransomware shakedown utilizing
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Ubuntu-based DDoS tools that crippled the Los Angeles mass transit system. They have
similarly claimed credit for sudden digital disruptions targeting consumer networks like
Chime and Pinterest, while regional security groups in the Gulf tracked a massive eight-fold
surge in Iranian cyber operations actively aiming to blind IP security cameras and sabotage
energy companies across Saudi Arabia and the UAE.

This global cyber war is made possible by legitimate-looking domestic tech companies acting
as operational shields inside Iran. U.S. Department of Justice and corporate investigators
showcased state-controlled tech fronts, including an Iranian company named Cloudzy, which
provided the vital virtual private server (VPS) architecture used by advanced persistent threat
(APT) groups like the Ajax Security Team. These entities operate out of secure digital
sanctuaries, evading Western sanctions by selling untraceable infrastructure to state hackers
who deploy tools like the Tickler malware. The high-level scale of the threat has forced an
aggressive international response. The United States government has placed a massive $10
million reward on the heads of top Iranian cyber operatives, the DOJ has executed counter-
operations to disrupt known sleeper cells and dismantle hacker infrastructure. This defensive
frontline has expanded into Europe, where the UK National Crime Agency (NCA) arrested a
key Iranian national who was actively running a massive, illegal payment platform designed
specifically to wash cash for international cybercriminals. From password-spraying attacks
on Microsoft 365 accounts to the direct targeting of senior federal intelligence emails, the

regime's cyber network remains a premier threat to global stability.
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IDEOLOGICAL JIHAD AND RADICALISATION

The Iranian regime exports its radical expansionist ideology across Europe, North America,
and Asia, using state-backed religious centres, online radicalization campaigns and local
sleeper cells to cultivate domestic extremism. The geopolitical criris from the ongoing multi-
front war with Iran has triggered an aggressive, coordinated increase in state-backed Islamist
extremism across the West. Europol and senior European security officials officially warned
that the will face an elevated, high-risk terrorism threat directly fueled by Tehran. This
assessment is backed by data - while global terrorism numbers hit a decade low, Western
fatalities and active terror plots have surged dramatically due to pro-lranian criminal
operations.

In United Kingdom, police and counter-terrorism units logged a direct Iranian-linked
operation involving low-level arson campaigns, decisive in the firebombing of local
emergency vehicles and ambulances in the Jewish community of Golders Green, London. In
Belgium, federal investigators discovered an active network of pro-Iranian sleeper cells
stockpiling tactical assets. The cells aimed to attack Jewish community centers and prominent
public places to openly demonstrate their capability to act under direct orders from Iran. U.S.
counter-terrorism agencies in March 2026 investigated a series of plots tied to homegrown
cells in Michigan and Old Dominion. Adding to this, federal prosecutors in Brooklyn brought
a massive murder-for-hire terrorism trial exposing an Iranian-backed conspiracy specifically
designed to assassinate high-profile political figures on American soil, including Donald

Trump.

To recruit and radicalize assets on foreign soil, the regime exploits Western democratic
protections by embedding intelligence handlers inside seemingly normal religious and
cultural institutions. This massive ideological network suffered a huge blow when German
federal authorities officially banned the Islamic Centre Hamburg (I1ZH) and its networks.
German intelligence showcased 1ZH not as a local community hub, but as a direct outpost of
the Iranian state, actively spreading anti-democratic propaganda, supporting Hezbollah, and

mapping out potential targets across Western Europe.
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This strategy of using state-funded outposts to capture local populations is a core pillar of the
IRGC's global expansionist doctrine. Where physical infrastructure is restricted, the regime
relies heavily on aggressive digital operations to export its brand of Jihad. In India, local
intelligence and security agencies flagged a major online radicalization push. Using
specialized social media channels, Iranian digital cells actively exploit Middle Eastern
conflicts to manufacture local grievances and radicalize domestic Shia youth. This digital and
logistical pipeline has forced international checkpoints into high alert. In Singapore, Home
Affairs Minister K. Shanmugam announced a heavy increase in security checkpoints due to
rising spill over risks from the Iran war. This followed intense monitoring of regional travel
routes, specifically concerning Malaysia's historic logistical role in allowing sanctioned
Iranian intelligence entities and financial networks to operate freely within its borders.

The ideological pressure stems directly from the top tier of the ruling apparatus in Tehran. In
early 2026, the Iranian Parliament went as far as issuing an official, public declaration
warning of a mandatory, global Jihad if the regime's supreme leadership faces direct military
targeting by Western forces. This top-down command filters down into extensive
psychological influence campaigns designed to destabilize foreign civil societies. Security
analysts at the Jerusalem Centre for Foreign Affairs (JCFA) tracked a huge surge in
coordinated Iranian state media narratives engineered to amplify social divisions, manipulate
the public opinion and directly spark unrest across U.S. university campuses. By providing
ideological backing, talking points and motivation to elements worldwide, the regime
successfully converts its radical domestic theology into a highly volatile tool for global

asymmetric warfare.
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MANUFACTURING CHAOS - PROTEST FUNDING

The Iranian regime covertly finances, directs and manipulates domestic protest movements
across the United States and Europe, weaponizing local political issues to create chaos
Western cities and destabilize foreign civil societies. The interference of the Iranian state in
Western public protests is not a matter of speculation- it is an active, documented finding
verified by the highest levels of the United States intelligence. Direct public warnings issued
by the Director of National Intelligence (DNI) openly confirmed that Iranian government
actors are aggressively seeking to exploit, support, and fund domestic political movements.
According to these intelligence findings, the regime covert intelligence networks actively
track the ongoing social debates and insert themselves directly into the planning of these
demonstrations. The primary objective is to amplify social divisions, reduce public trust in
democratic institutions and push targeted foreign policy decisions that benefit Iran's regional
agenda. By masquerading as local grassroots activists, Iranian intelligence operatives
successfully hide the hand of the state while using Western citizens to project their political

influence.

The primary targets for this foreign influence apparatus are elite Western university campuses
and high-profile activist infrastructure. Intelligence tracking indicates that Iranian-linked
entities provide direct financial support to fringe groups organizing anti-Israel and pro-Hamas
demonstrations. This includes funding the purchase of camping gear, bulk supplies, and
professional signage used to construct long-term protest encampments that paralyzed premier

American universities.

The Digital Puppeteers: Behind the scenes, Iranian cyber and psychological operations teams
pose as normal American citizens on social media platforms. They actively contact local
student organizers, coordinate logistics for street-level marches, and push specific radical

talking points designed to prevent any peaceful compromises or dialogue on campus.

This financial and operational pipeline stretches directly into Europe. UK Home Office
launched intensive investigations into prominent activist networks, most notably Palestine
Action. Amid a mounting government push to officially ban the organization as a national
security threat, intelligence services closely monitored the group's financial backing
following disruptions at defense manufacturing sites, tracking Iranian connections designed

to sabotage British industry from the inside. To support these street-level operations, the
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regime runs a massive, synchronized international propaganda network. State media outlets
like Press TV and digital bot farms under the control of the IRGC aggressively film, edit, and
distribute footage of Western protest clashes to a global audience.

This media campaign serves a dual purpose. For domestic audiences inside Iran, the regime
uses images of Western police lines and campus arrests to falsely claim that Western
democracies are collapsing and that the entire world supports the regime's ideological
stances. For international audiences, they use highly polished English-language content to
twist standard geopolitical realities, hiding their extensive record of domestic executions and
severe human rights abuses against the Iranian population behind a fake shield of
international human rights advocacy. This calculated exploitation of Western free speech
allows a hostile dictatorship to buy direct influence on the streets of London and Washington.
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NARCOTIC PIPELINE

The Iranian regime global drug trafficking acts as an official state industry, weaponizing
international narcotics pipelines to generate billions in untraceable foreign currency,
destabilize enemy nations and finance armed proxy networks. The Islamic Revolutionary
Guard Corps (IRGC) does not limit its drug operations to the Middle East - it builds direct,
high-level business connections with the world's most powerful, violent transnational cartels
to funnel massive shipments into Western Europe. This reality was exposed by Detective
Chief Superintendent Seamus Boland, the head of Ireland’s Garda National Drugs and
Organised Crime Bureau. Irish and international investigators uncovered direct links between
the notorious Kinahan Organised Crime Group (KOCG)—a global 1.5-billion-euro syndicate
and corporate structures located directly inside Iran.

This transnational axis was brought into sharp focus following Ireland’s largest cocaine
seizure in history on the bulk cargo ship MV Matthew. Elite Irish Army Rangers stormed the
vessel at gunpoint off the Cork coast, seizing 2.25 tons of high-purity cocaine valued at over
€157 million. An Irish Special Criminal Court sentenced the ship's former captain, Soheil
Jelveh, and senior officer Saied Hassani—both Iranian nationals—to 17.5 and 15 years in
prison, respectively. Court records stated that Iranian maritime officers were operating under
the remote coordination of "Captain Noah" identified as Mehdi Bordbar, a Dubai-based
Hezbollah member. The operation utilized Venezuelan shipping ports to load the cargo under
the cover of night, demonstrating how Iranian state proxy elements and European criminal

syndicates share logistics to finance foreign operations.

In the Middle East, the regime uses the synthetic drug trade as a physical weapon against
neighboring Arab states, primarily targeting the Gulf kingdoms and Jordan. The primary
narcotic in this region is Captagon, a highly addictive amphetamine mass-produced in the
industrial-scale labs throughout regime-controlled areas of Syria and parts of Lebanon under
the direct protection of Hezbollah and the IRGC. This multi-billion-dollar trade has forced
Jordan into an active border war. The Jordanian Armed Forces have drastically intensified
their border deployment along the Syria, engaging in frequent firefights with drug-smuggling
militias backed by Iran. These smugglers use military equipment, including armed drones,
night-vision gear, and armored vehicles, to push millions of Captagon pills and heavy

shipments of weapons into Jordan for onward transit to Saudi Arabia. This pipeline fulfills a
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two purpose - it generates massive liquidity to bypass Western economic sanctions while
systematically undermining the internal security and social fabric of regional adversaries.

The regime manages a massive global pipeline for heroin and methamphetamine, exploiting
its domestic transport hubs, state-managed ports and agricultural resources to push drugs out
to the international market. Rather than relying on expensive chemical imports, IRGC
weaponized the natural growth of the Ephedra plant in neighboring Afghanistan. Iranian
cartels systematically process this raw plant material inside domestic labs to manufacture
massive volumes of cheap, highly potent crystal methamphetamine, which they route directly
toward high-value markets in Australia and Southeast Asia via transit hubs like Malaysia's
Port Klang. The regime utilizes major commercial shipping networks to move industrial-scale
quantities of Afghan-sourced heroin. In India, security agencies staged a monumental bust at
Gujarat’s Adani Port, intercepting thousands of kilograms of heroin masked as innocent
talcum powder shipments originating from trading firms linked to Iran. his industrial masking
strategy is identical on European land routes. Border authorities in Bulgaria seized 288
kilograms of heroin hidden inside a commercial truck arriving d from Iran. Italian customs

police made a parallel multi-ton haul on a container ship departing from Iranian ports.

The ultimate irony of the regime's drug statecraft lies in the brutal treatment of its own
domestic population. While the IRGC exports high-purity narcotics globally to accumulate
foreign exchange, the domestic Iranian market is flooded with low-purity, highly toxic
chemical trash. Local reports and data from groups like IranWire confirm that drug addiction
rates inside Iran have surged to catastrophic levels, while the purity of street-level narcotics
has crashed, causing thousands of fatal overdoses among the civilian population annually.
The regime uses this domestic health crisis as a convenient tool of social control. While top-
ranking IRGC generals have been formally flagged by Western intelligence agencies as
primary kingpins of the regional drug trade, the judiciary in Tehran routinely rounds up and
executes thousands of low-level, impoverished Iranian citizens for minor drug possession.
This severe domestic hypocrisy shields the true state-level orchestrators, allowing the ruling

elite to run a global cartel under the protection of sovereign diplomatic borders.
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